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. POLICY STATEMENT

For Southwestern Community College ("College") it is important for an enterprise to
develop a log management process. At a minimum, this process should include
procedures for enabling the appropriate logs on enterprise assets, collecting these logs
for future analysis, and ensuring sufficient space to store the logs is available within the
enterprise This document supports the development of those processes in accordance

with the CIS Controls.

Many types of audit logs exist. Here are a few examples:
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e Application logs
e Firewall logs
e \Webserver logs
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Il. PROCEDURES

Operating system log files
Antivirus, antimalware, or host-based intrusion detection logs

Physical access control logs
Access control logs for sensitive data

See SCC Procedure 8.23.01 (AUDIT LOG MANAGEMENT).

Adopted: September 2025

Revised: N/A




